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Influence of CCM, CBC-MAC, CTR and
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Abstract

In this paper we examine the influence of different types of encryption and authentication on
the quality of transmitted data in the high-performance WSN based on Imote2. The perfor-
mance has been tested in the wireless sensor network using Collection Tree Protocol. The
examined types and modes of encryption are provided by the hardware of used sensor plat-
forms Intelmote2 and its integrated radio chip CC2420. The presented results can be helpful
to choose which cryptographic modules should be implemented according to the acceptable

packet loss.

1. Introduction

Most Wireless Sensor Networks are used for various types of monitoring
(Health Monitoring, Structural Health Monitoring, etc.). The aim of these
networks is to collect data and transfer it to the server, which analyses the re-
sults. These networks may be implemented using different topologies (ie. star,
mesh, tree), which may be changed depending on the situation.
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Topologies consist of three types of nodes:

e leaf - a sensing node, which only collects data and sends it to the
gateway,

e routing node - a node, which is in the middle between leaves and the
gateway; it may also sense data,

e sink - the gateway, which receives all data from sensing nodes and
forward it to the server (ie. via wired collection).

In the case of collecting data by one gateway, the tree topology seems to be the
most effective and in this paper the protocol that uses this topology is applied.

In some situations the security is very important when collecting data, es-
pecially confidentality to hide secret information and authentication to prove
the identity of the sender. This may be required in the situation where the
condition of a monitored person or building is secret or when important and
secret actions are taken according to the collected data.

In this paper we have focused on the performance of authentication and en-
cryption methods in real-time wireless sensor networks. When data is sampled
and transferred with high frequency, each additional operation may cause de-
lays and can lead to an unacceptable level of packet loss. We provide tests
for different values of interspaces between two samples and test the increase
of packet loss when using different cryptographic modules provided by a high
performance sensor platform.

2. Environment

In this section we describe each element that has been used in our tests.
Firstly, we describe the CTP protocol [1] and TinyOS [2] operating system for
which the protocol has been implemented. We also describe the encryption
mechanisms present in the CC2420 radio that Intelmote2 is equipped with. At
last we depict the scenarios of our tests.

2.1. CTP

The Collection Tree Protocol provides the best-effort anycast datagram com-
munication to one of the collection roots in a network [1]. It is a tree-based
protocol used to collect data from many nodes to one node called ”the sink”.
The example of the tree-based network created by CTP is presented in Fig.
1. The white nodes are sensing nodes that send collected data through the
network to the black node — the sink.

The tested network is shown in Fig. 2. We use four nodes deployed accross
the laboratory. Three of them sense data and send it to the sink node number
1. Nodes 3 and 4 send data to the sink through node 2.
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Fig. 1. The example of tree-based network.

Fig. 2. The tested network.

2.2. TinyOS

As the operating system TinyOS [2] has been chosen — the most popular
operating system for wireless sensor network applications. It it an open-source
project designed for low-power wireless devices, such as those used in sensor
networks, ubiquitious computing, personal area networks, smart buildings, and
smart meters.

As TinyOS is the open-source project, it is widely used in the wireless sensor
network academic projects ([3, 4, 5]).

In the research the CTP protocol implemented for TinyOS by Rodrigo Fon-
seca et al. has been used [1]. The procotol has no default support for encryp-
tion and authentication methods provided by sensor board used in the research.
Therefore, the additional TinyOS components for using cryptographic modules
in CTP has been implemented.
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2.3. Cryptographic modules

In the research there was used the Intelmote2 (IPR2400) sensor board [6]
equipped with CC2420 radio chip [7]. The Intelmote2 is a high performance
sensor board compared to other popular sensors, ie. micaz, telosb, etc. The
radio chip is IEEE 802.15.4 compliant RF transceiver with baseband modem
and MAC support. It supports a 250 kb/s data rate with 16 channels in the
2.4 Ghz band.

C(C2420 radio gives possibility to use two types of security operations. Firstly,
it features hardware IEEE 802.15.4 MAC security operations, which include
counter mode (CTR) encryption / decryption, CBC-MAC authentication and
CCM encryption + authentication [7]. Secondly, it provides stand-alone AES
encryption (without decryption), in which one 128 bit plaintext is encrypted
to a 128 bit ciphertext. All above security operations are based on the AES
encryption algorithm using 128 bit keys.

To use the first type of operations, the developer has to choose and assign the
security operation to the message to be sent. He can choose either encryption
only (CTR) or authentication only (CBC-MAC) or both (CCM). The last two
types of operations increase length of the packet as they add MAC to it. The
length of MAC can be chosen from the three values: 4, 8 or 16 bytes.

The stand-alone AES encryption differs from the previous security operations
because it can be used not only on frames, but on any data declared in the
developed application as long as it is 128 bit long. The encrypted data does
not have to be transmitted and does not have to be placed in TXFIFO as a
frame because the stand-alone encryption operation has separate buffers. The
stand-alone operations do not include decryption, therefore the encryption /
decryption operation similar to the CTR mode has been implemented.

3. Tests

The aim of the research is to check the increase of packet drop when cryp-
tographic modules are used in real time wireless sensor networks. When en-
vironment information us collected with high frequency on each node, even
negligible factors may have impact on the quality of transmitted data causing
noises, delays or prevent the execution of the protocol. The following tests ex-
amine the increase of packet drop for seven sensing frequencies in the network
presented in Figure 2. The interspaces between two different measurements for
these frequencies are: 250, 200, 150, 100, 75, 50 and 25 ms respectively. The
payload length is 128 bits because it is the size of plaintext in the stand-alone
encryption. All optional features of TinyOS radio stack (LPL, PLL) [8] were
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disabled and signal strength was set to assure communication through the pro-
tocol’s tree network. Manipulating signal strength does not have influence on
the packet loss [8].

Before the tests of cryptographic modules were launched, non-secured trans-
mission test had been performed to compare with further results. Similarly
to the cryptographic modules division, tests in the research were divided into
two groups. Firstly, the stand-alone encryption and secondly all MAC security
operations were tested.

3.1. Stand-alone encryption

In the first group — stand-alone operations were tested including encryption
operation only. CC2420 radio does not provide stand-alone decryption. It
may be caused by the fact that CC2420 provides only those modes that need
ecryption algorithm, which are: CTR, CBC-MAC and CCM.

As the implementation of stand-alone AES encryption of CC2420 the authors
used [9] and made some modifications to obtain the decryption operation.

The modifications were similar to block cipher modes that need only encryp-
tion algorithm. Firstly, a nonce value is generated and encrypted with the key
that is installed on the sink node and sensing node. After encryption, the ci-
phertext is xored with the message. To decrypt data, the receiver needs nonce,
therefore it must be transmitted within the message. The length of nonce is 4
bytes and the rest of encrypted plaintext is filled with zeros.

To sum up, the advantage of this type for encryption is the fact that only
payload is encrypted and it is encrypted only once in the sensing node and
decrypted once in the sink node. The weakness of this type is the nonce, which
has to be transmitted in the message and increases the length of the message
by 4 bytes.

3.2. MAC security operations

The second group of tests includes CTR, CBC-MAC and CCM without any
modifications. Encryption with the CTR mode does not require to send ad-
ditional informations, therefore the delays in communication may be caused
only by the calculation time. In the CBC-MAC and CCM modes the message
authentication code is calculated and it must be transmitted to the receiver
to compare it with the code calculated by the receiver. Therefore the delays
may be caused not only by the calculation time but also by the fact that more
data must be transmitted. The authentication code can have one of the three
lengths: 4, 8 and 16 bytes.
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4. Results

In this section the results are presented. They are grouped and ordered
similarly to the tests order described in the previous section.

Firstly, the results of non-secured transmission test (no cryptographic oper-
ations) are presented in Table 1. The size of message is 27 bytes: header - 11
bytes; data - 16 bytes.

Table 1. Results for non-secured network.

Interspace (ms) 250 | 200 | 150 | 100 | 75 50 25
Packet loss (node 2) (%) | 0 | 0 | O 0 0 | 74.25|81.75
Packet loss (node 3) (%) | 0 | 0 | O 0 | 0.5 | 3.75 | 44.75
Packet loss (node 4) (%)| 0 | 0 | O | 0.5 | O 4 | 58.25

Avg. packet loss (%) 0 0O | 0 |0.17]0.17|27.33 | 61.58

These results show that the quality of transmitted data is very poor for the
measurement interspace equal 50 ms and lower. The packet drop increases the
most for the forwarding node number 2, which cannot forward packets from
nodes 3 and 4 and send its own packet.

4.1. Encryption (stand-alone)
The results for the stand-alone encryption are presented in Table 2. The size
of message is 31 bytes: header - 11 bytes; data - 16 bytes; nonce - 4 bytes.

Table 2. Results for stand-alone encryption.

250 | 200 | 150 | 100 | 75 50 25
0 0 0 1 168.25|59.75
0.5 (025025 | 0 |14.75|72.75
025075 | 0 0 9.5 | 43.75
0.25]0.330.08|0.33| 29.5 | 58.75

Interspace (ms)
Packet loss (node 2) (%)
Packet loss (node 3) (%)

) (
(

Packet loss (node 4) (%)
Avg. packet loss (%)

(e} Bl el New)

The stand-alone encrytpion increases packet drop for the interspaces 50 and
25 ms, but no difference is shown for the interspace 75 ms and langer. Therefore
one can see that the additional 4 bytes (nonce) in the message do not have
influence on the quality of the transmitted data for interspace 75 ms, which
are considered as the lowest interspace according to the results for non-secured
communication test.
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4.2. Encryption (CTR)

The results for the CTR encryption are slightly worse than for the stand-
alone one and are presented in Table 3. The size of message is 33 bytes: header
- 11 bytes; security header - 6 bytes; data - 16 bytes.

Table 3. Results for the CTR encryption.

Interspace (ms) 250 | 200 | 150 | 100 | 75 | 50 25
Packet loss (node 2) (%) | 0 0| 0 | 0 |12 |7825]89.75
Packet loss (node 3) (%) |0.25| 0 | 0 | 0 |[2.5]20.75|54.75
Packet loss (node 4) (%) | 0 O |0 1] 0] 2|97 | 57

Avg. packet loss (%) |0.08| 0 | 0 | 0 [5.536.25|67.17

The CTR mode encryption increases the packet drop for 75 ms interspace
to approx. 12% in the forwarding node. This may be caused by the fact that
the packet is encrypted / decrypted in each node, even forwarding while in the
stand-alone case not only the packet is encrypted and decrypted once, but also
the header is not encrypted.

The following two tests include the message authentication code (MAC)
which must be transmitted in the message which increases packet size and
transmission time. Therefore, one of three MAC lengths can be chosen to bal-
ance between the strength of MAC and the packet size. Tests were performed
for all three MAC lengths for both CBC-MAC and CCM.

4.3. Authentication (CBC-MAC)

The results for CBC-MAC are presented in Tables 4, 5, 6 for MAC, lengths
4, 8 and 16 bytes respectively. The sizes of messages are 33, 37 and 41 bytes:
header - 11 bytes; security header - 6 bytes; data - 16 bytes; mac - 4, 8, and 16
bytes respectively.

Table 4. Results for CBC-MAC (4 bytes).

250 | 200 | 150 | 100 | 75 50 25
Packet loss (node 2) (%) | 0 0 0 [19.75| 80 |89.75

Interspace (ms)
) (
Packet loss (node 3) (%) | 0 075 1 2 235 575
) (
(

Packet loss (node 4) (%) | 0.25 0 0 | 325 |10.5| 55
Avg. packet loss (%) | 0.08 0.25 [ 0.33 | 833 | 38 |67.42

[e=) Hevl Ren) New]

The results of CBC-MAC tests show that including the authentication code
increases the packet loss significantly. All differences concern the 75 ms inter-
space, because for larger interspaces there is no packet loss increase. Compared
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Table 5. Results for CBC-MAC (8 bytes).

Interspace (ms 250 | 200 | 150 | 100 | 75 50 25

)
Packet loss (node 2) (%) | 0 | 0 0 0 [21.75| 77.5 | 89.25
Packet loss (node 3) (%) | 0 | 0 | 0.5 |0.25| 3.25 | 20.5 | 57.25
Packet loss (node 4) (%) | 0 | 0 0 0 2 17 | 56.75
Avg. packet loss (%) 0 0 [0.17/0.08| 9 |3833]67.75

Table 6. Results for CBC-MAC (16 bytes).

Interspace (ms) 250 | 200 | 150 | 100 | 75 | 50 25
Packet loss (node 2) (%) | 0 0 0 0 | 38] 765 | 90
Packet loss (node 3) (%) | 0 0 0 0 |4.5(35.25]| 58.5
Packet loss (node 4) (%) | 0 [0.75| 0 |0.25]25|15.75| 58

Avg. packet loss (%) 0 [025] 0 |0.08|15 | 42.5 |68.83

to the non-secured test, CBC-MAC (4 bytes) increases the cumulated packet
loss by 25%, 8 bytes by 27% and 16 bytes by 45%. However, if the interspace is
100 ms or higher, even CBC-MAC (16 bytes) does not increase the packet loss.

4.4. Encryption and authentication (CCM)

The results for CCM are presented in Tables 7, 8, 9 for the MAC lengths
4, 8 and 16 bytes respectively. The sizes of messages are 33, 37 and 41 bytes:
header - 11 bytes; security header - 6 bytes; data - 16 bytes; mac - 4, 8, and 16
bytes respectively.

Table 7. Results for CCM (4 bytes).

Interspace (ms) 250 | 200 | 150 | 100 | 75 50 25
Packet loss (node 2) (%) | 0 | 0 | O 0 [3825| 79.5 | 80.5
Packet loss (node 3) (%) | 0 | 0 | 0 [0.25] 1 |21.25]|59.5
Packet loss (node 4) (%) | 0 0] 0 0 | 275 | 17.75| 55

Avg. packet loss (%) 0| 0] 0 |0.08] 14 | 395 | 65

CCM (16 bytes) is the only one that increases the packet loss for the inter-
space 100 ms — the increase is approx. 10%. Lower interspaces provide approx.
50% greater packet loss than their equivalents in the CBC-MAC mode. Fur-
thermore, the packet loss for 75 ms interspace in CCM is approximately the
sum of packet losses of CTR and CBC-MAC for the same MAC size.
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Table 8. Results for CCM (8 bytes).

Interspace (ms) 250 | 200 | 150 | 100 | 75 50 25
Packet loss (node 2) (%) | 0 0|0 0 | 21.5 | 76.5 | 85.75
Packet loss (node 3) (%) | 0 0 | 0 [025| 4.5 |24.75|55.25
Packet loss (node 4) (%) |0.25| 0 | 0 |0.25| 5.75 | 145 | 57

Avg. packet loss (%) [0.08| 0 | 0 |0.17|10.58 | 38.58 | 66
Table 9. Results for CCM (16 bytes).

Interspace (ms) 250 | 200 | 150 | 100 | 75 50 25
Packet loss (node 2) (%) | 0 0 |1.25]|3.75|49.75 | 79.25 | 77.25
Packet loss (node 3) (%) | 0 [0.25] 0 | 3.5 | 85 |13.75]76.25
Packet loss (node 4) (%) | 0 0 0 |275| 6.25 | 38.25 | 53.25

Avg. packet loss (%) 0 0.080.42|3.33| 21.5 | 43.75 | 68.92
4.5. Nodes results
This subsection presents the results for each node separately. The tables

present the percentage packet loss for each node comparing the authentication
and encryption methods depending on a chosen interspace. The results for each

cryptographic module for a particular interspace are presented in one column,
therefore it is easier to compare them. Tables 10, 11, 12 present the results for
nodes 2, 3 and 4 respectively.

Table 10. Packet loss results for node 2

Interspace (ms) | 250 | 200 | 150 | 100 | 75 50 25
CCM (8) 0 0 0 0 | 21.5 | 76.5 | 85.75
CBC-MAC (8) | 0 0 0 0 |21.75 | 77.5 | 89.25
CTR 0 0 0 0 12 | 78.25 | 89.75
SA Encryption | 0 0 0 0 1 68.25 | 59.75
No Encryption | 0 0 0 0 0 74.25 | 81.75

One can see that using the stand-alone encryption entails lower packet loss
than using the hardware CTR encryption. It may be caused by the fact that
when using the stand-alone encryption the message is encrypted and decrypted
only once, while in the case of CTR the encryption message is encrypted and
decrypted on each forwarding node.
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Table 11. Packet loss results for node 3.

Interspace (ms) | 250 | 200 | 150 | 100 | 75 50 25

CCM (38) 0 | 0| 0 |025] 45 |24.75|55.25
CBC-MAC (8) | 0 | 0 | 05 |0.25|3.25| 205 |57.25
CTR 025 0 | 0 | 0 | 25 |20.75|54.75

SA Encryption | 0 | 0.5 0.25|0.25| 0 |14.75|72.75
No Encryption | 0 0 0 0 0.5 | 3.75 | 44.75

Table 12. Packet loss results for node 4.

Interspace (ms) | 250 | 200 | 150 | 100 | 75 | 50 25
CCM (8) 025] 0 0 |0.25|5.75|14.5| b7
CBCMAC(8) | 0 | 0 | 0 | 0 | 2 | 17 |5675

CTR 0 0 0 0 2 1975 | 57
SA Encryption | 0 |0.25/0.75| 0 0 5.5 | 43.75
No Encryption | 0 0 0 0.5 0 4 158.25

5. Conclusions

The aim of the research was to check the impact of encryption and authenti-
cation methods from CC2420 radio integrated in particular in Intelmote2 sen-
sor board on the quality of transmitted data, especially the packet loss. The
presented results show that hardware cryptographic modules present in the
devices should be taken into consideration. They may fulfill security require-
ments without packet loss increase, therefore the quality of the transmitted
data would remain high and the protocol would be secured. The range of
cryptographic modules is wide and one can choose from the least consuming
stand-alone encryption to the more complex and time consuming CCM encryp-
tion with authentication. If the protocol does not sense and transmit data with
very high frequency, any of the tested methods can be deployed as this does
not increase packet los for lower frequencies. In the case of larger networks, the
tests presented in this paper should be repeated for them as the more forward-
ing nodes are in the network and the deeper the tree is, the larger packet loss is
brought in by the deployed cryptographic modules. The research results can be
used when implementing the scalable Quality of Protection modules [10, 11].
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